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Summary. This paper presents application of TLA+ formalism to describe and analyze 

relay-based railway interlocking system behavior. Many railway signaling systems 
constructed in the twentieth century were based on relay technology. Due to this and the 
longevity of relay-based interlocking systems, they are still widely used by railway 
infrastructure managers. Relay circuits in railway signaling systems are often used in safety-
critical applications. Such applications require special considerations in terms of relay circuit 
design and application of appropriate relay types to guarantee proper system reaction for 
potential failures. Logic models can be applied to ensure safe relay circuit behavior by 
automatically verifying circuit operation. Relay circuit modeling has been widely studied in 
the literature with various tools. This paper considers the problem of modeling relay circuits 
in TLA+ temporal logic and the application of the model for safety analysis of the relay circuit. 
The TLA+ temporal logic allows us to describe the considered system by state variables and 
actions, which modify the system state. TLA+ formalism allows us to describe safety 
properties and liveness properties. This paper presents a model of a relay circuit in TLA+ 
logic. The presented model allows us to describe and automatically verify the safety properties 
of the relay circuit. The main contribution of the model is the considerations potential failures 
of the employed relays, which are characteristic of type N and type C relays. The model allows 
us to analyze circuit behavior under possible failure modes and, thus, can be used for automatic 
verification of the relay circuit behavior. 

 
 

1. INTRODUCTION 
 

This paper presents an application of TLA+ to describe and analyze relay circuits. Railway 
signaling systems were implemented using relay technology during the second half of twentieth century. 
Due to this and the general longevity of relay-based railway signaling systems, these systems are still 
widely used on various railway networks [15]. In countries such as Bulgaria, Croatia, and Romania, 
over 60% of all signaling systems are still relay based [15]. In Poland, type E relay interlocking is 
especially popular [13]. Due to their maturity and lower cost when compared to computer-based railway 
signaling systems, new relay-based interlockings are still being installed in some countries, including 
Poland. Although type E interlocking is a legacy design (the last major revision was released in 1989), 

 
1 Silesian University of Technology, Faculty of Transport and Aviation Engineering; Krasińskiego 8, 40-019 
Katowice, Poland; e-mail: michal.grzybowski@polsl.pl; orcid.org/0000-0002-4841-147X 
2 Silesian University of Technology, Faculty of Transport and Aviation Engineering; Krasińskiego 8, 40-019 
Katowice, Poland; e-mail: jakub.mlynczak@polsl.pl; orcid.org/0000-0003-2947-7980 
3 Railway Research Institute IK; Józefa Chłopickiego 50, 04-275 Warsaw, Poland; e-mail: 
lsokolowska@ikolej.pl; orcid.org/0000-0002-0699-4312 
4 Czech Technical University in Prague, Faculty of Transportation Sciences; Jugoslávských partyzánů 1580/3, 
160 00 Prague 6 - Dejvice, Czech Republic; e-mail: michal.matowicki@cvut.cz; orcid.org/0000-0002-2630-
1704 
* Corresponding author. E-mail: michal.grzybowski@polsl.pl 



204                                                             M. Grzybowski, J. Młyńczak, L. Sokołowska, M. Matowicki 
 
it is still being improved. The last modifications were introduced in 2020. Construction of computer-
based railway signaling systems also usually require designing new relay circuits for interfacing the 
newly constructed system with existing relay-based systems. 

Relay circuits are often used in railway signaling systems in safety-critical applications. The relay 
circuits are responsible for controlling point machines and wayside signals. The incorrect operation of 
the devices may result in train derailment or collision. The potential consequences force a particular 
circuit construction and application of appropriate relay types to ensure that the system reacts properly 
to potential failures. To confirm safe operation of relay circuits, the design currently needs to analyze 
the effects of potential failures of all devices present in the circuits and to determine if potential failures 
do not lead to dangerous situations.  

The paper discusses the problem of modeling a relay circuit in TLA+ temporal logic and the 
application of the model for a safety analysis of the relay circuit. TLA+ allows one to describe the 
modeled system by state variables and actions, which affect the values of state variables. TLA+ 
facilitates the description of safety properties and liveness properties. 

A system of relay circuits is a set of electrical circuits built using relays. A relay is a device in 
which the closure/opening of relay contacts is controlled by the current flow through the relay coil. Due 
to the variety of applications, there are many types of relays, which differ in terms of control, contact 
configuration, and potential faults. This work considers typical relays employed in type E interlocking. 
These relays are mainly direct current relays and have two states – picked-up and dropped. The relay 
picks up when the current through the relay coil crosses a specific threshold. A picked-up relay closes 
its normally open (NO) contacts and opens its normally closed (NC) contacts. A dropped relay opens its 
NO contacts and closes its NC contacts. 

Relays in railway signaling applications can be categorized into three groups (in accordance with 
standard [1]): 

• Non-class – relays that are neither type C nor N – these relays should not be used for the 
implementation of safety-related functions. 

• Type C – relays with forced contact guiding – these relays may exhibit failures such as relay 
dropped even though current flows through the relay coil (lack of relay activation) and relay 
picked-up though no current flows through the relay coil (lack of relay deactivation). The 
application of a type C relay requires its correct operation to be controlled by the relay circuit 
itself. 

• Type N – relays with forced contact guiding protected from welding of NO contacts – these 
relays may exhibit failure of the relay dropped even though current flows through the relay coil 
(lack of relay activation). It is assumed that the risk of the relay not dropping after interruption 
of the current flow through the relay coil is negligible. The application of a type N relay does not 
require its correct operation to be controlled. 

Relay circuits can be used to implement basic logic functions through appropriate circuit 
construction. A serial contact connection implements a logical conjunction, and a parallel connection 
implements a logical alternative. Because of this, relay technology allows one to implement any 
combinational logic function (a function whose outputs depend only on the inputs) and sequential logic 
function (a function whose outputs depend on inputs and the current function state). 

Relay circuits in railway signaling systems are used for automation and interlocking. In station 
railway signaling systems, relay circuits implement point switching, route locking, and signaling. In line 
railway signaling systems, relay circuits implement traffic direction management and train separation 
by signaling. 

 
 

2. LITERATURE REVIEW 
 

Relay circuit behavior analysis is discussed in various contexts in the literature. In [3], Haxthausen 
proposes tools aiding the analysis of relay circuits. Haxthausen notes that the relay circuit analysis can 
be facilitated by both formal verification tools and simulators. The simulator described by Haxthausen 
allows one to enter a description of a relay circuit as input and to force input states and observe relay 
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circuit response as successive relay state combinations. In [4], Zhang describes a simulator of a station 
railway signaling system. The simulator described by Zhang permits an analysis of various traffic 
scenarios. The simulation logic is based on relay circuits of type 6502 interlocking. The main difference 
between this simulation and the method proposed in this work is the scope of analysis – the simulation 
allows one to verify circuit operation by checking its behavior in a sufficiently large number of 
scenarios. Model checking, as proposed by the authors, instead checks if all possible circuit operations 
satisfy a given property without requiring manual elaboration of all different scenarios. 

In [5], Almeida considers relay circuits as a model for electronic systems. Almeida describes the 
formal model of relay circuit and its transformation into B method specification, which can be used to 
automatically generate computer program implementing functionality of the modeled relay circuit. 

In [6], Cavada describes a model of relay circuit based on Switched Multi-Domain Kirchoff 
Networks  formalism, which allows to model current flow in electrical circuits with relays. The method 
presented by Cavada allows to model circuits containing various types of elements and for automatic 
verification of model properties by using Satisfiability Modulo Theories solvers. Compared to Cavada’s 
work, the current work presents conceptually simpler model, which does not require the analysis of 
current flow in various circuit fragments. In addition, the current work discusses the impact of relay type 
on circuit behavior, which is not discussed in the literature. 

In [7,8], Haxthausen presents a method for translating relay circuits into RSL-SAL specifications 
and method of verifying model properties encoded as linear temporal logic (LTL) formulas. The method 
proposed by Haxthausen allows for the automatic generation of the model specification and for the 
verification of liveness and safety properties. Paper [7] presents the formal model of relay circuit, while 
paper [8] presents a tool for automatically translating relay circuits into corresponding models. The 
algorithms presented by Haxthausen are of limited use due to assumptions on the structure of analyzed 
circuits (for example, the algorithms do not handle the case of relay coil shorted by contacts of a different 
relay). In addition, the method described by Haxthausen does not consider the types of relays used in 
the circuits, which impact the circuit’s behavior. 

In [10], Amendola describes a method of modeling relay circuits in SMV language. The method 
proposed by Amendola allows for the automatic verification of properties encoded as LTL logic 
formulas with the nuXmv tool. 

In [2], Salierno describes the application of TLA+ to model and verify computer-based interlocking 
described with state machines. Compared to that work, the current work considers the description of 
relay circuit behavior in greater detail, in particular, by considering potential relay failures. 

Relay circuits were often a base for the development of computer-based railway signaling systems. 
One method for representing relay circuit functionality in computer programs is to use ladder languages, 
in which the program consists of variables corresponding to relays and logical expressions representing 
relay coil circuits. This analogy permits the application of ladder language program analysis methods 
for the analysis of relay circuits. In [11], Kanso describes a model of a ladder program in propositional 
calculus. Kanso also describes how to represent the program’s initial state, single program execution 
(ladder scan), and how to analyze program properties encoded in propositional formulas. 

For computer-based interlocking systems, alternative formal methods, such as theorem proving, 
may be used. An example is the B method, which was used in RATP projects [14]. The use of formal 
methods allows for the development of correct-by-design software. The method proposed in the current 
work differs from these methods in that it can be used with legacy, existing relay-based interlocking. 
Thus, it can be used not only in new developments but also during modifications of existing interlocking 
designs. 
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3. METHODS 

 
3.1. TLA+ temporal logic 

 
TLA+ [12] is a temporal logic. A temporal logic is a logic system that allows one to describe system 

behaviors. These types of logic extend basic predicate logic with additional operators for describing 
system state changes. 

A classic predicate logic consists of a certain family of terms (expressions representing objects), 
atomic formulas created from the terms (such as 𝑎 = 𝑏, 𝑎 ∈ 𝑋), and complex formulas created from 
formulas connected with connectives ∨, ∧, ~ or quantified with ∀, ∃. Temporal logics introduce 
additional temporal operators describing system behavior in successive states. TLA+ operates on 
sequences of states of the considered system. Such a sequence is called a behavior. TLA+ introduces 
two operators for describing behaviors. Prefix operator □ signifies that the formula following it is 
satisfied in every state of the behavior. The prefix operator ◇ signifies that the formula following it is 
satisfied in some state of the behavior. TLA+ also introduces the notion of action, which is a formula 
containing variables of the next state, marked with an apostrophe (′). An example of action is the formula 
𝑥′ = 𝑥 + 1, which means that variable 𝑥 in the next state has a value that is one greater than the value 
in the current state. Actions together with temporal operators allow one to describe system behavior. For 
example, the formula □(𝑥′ = 𝑥 + 1)	describes a system in which the variable 𝑥 increases by one in each 
consecutive state. TLA+ also allows one to describe stuttering steps, in which the system state is 
preserved (such steps may model system state changes not captured by the specification). Usually, 
TLA+ specifications allow for stuttering steps, so that formalism has a simple notation for specifying 
them. If 𝐴 is an action, then [𝐴]! is defined as action 𝐴 ∨	(𝑥′	 = 	𝑥). A typical TLA+ specification has 
the form of 

𝑆𝑝𝑒𝑐 ≜ 𝐼𝑛𝑖𝑡 ∧ □[Next]⟨"#$%⟩          (1) 
where: 
𝐼𝑛𝑖𝑡 – initial state specification, 
𝑁𝑒𝑥𝑡 – action specification, 
⟨𝑣𝑎𝑟𝑠⟩ – sequence of model variables. 

TLA+ action specification may contain the formula UNCHANGED	⟨𝑣𝑎𝑟𝑠⟩, which is a shorthand for 
the following formula: 

(𝑣'( = 𝑣') ∧ ⋯∧ (𝑣)( = 𝑣))          (2) 
where: 𝑣", … , 𝑣# – variables in the 𝑣𝑎𝑟𝑠	sequence (⟨𝑣𝑎𝑟𝑠⟩ = 	 ⟨𝑣", … , 𝑣#⟩). 

Specification (1) describes a system whose initial state satisfies the formula 𝐼𝑛𝑖𝑡 and in which each 
consecutive state either preserves the values of variables ⟨𝑣𝑎𝑟𝑠⟩ or satisfies the action 𝑁𝑒𝑥𝑡. In practice, 
the	𝐼𝑛𝑖𝑡 formula should in some way define the value of all model variables, and 𝑁𝑒𝑥𝑡 is the alternative 
of all actions, which can be performed by the system (𝑁𝑒𝑥𝑡	 ≜ 𝐴" ∨ …∨ 𝐴#). 

A set of related variables, constants, definitions, and formulas is called a module in TLA+ formalism. 
TLA+ provides tools for creating complex specifications by module extensions or by module 
instantiation. If module 𝐵 extends module 𝐴, then it may use any variable, constant, or definition 
specified in module 𝐴. Module instantiation allows one to define instances of other modules. For 
example, if module 𝐴 declares variables 𝑥, 𝑦, 𝑧 and definition 𝐷 expresses the relation between variables 
𝑥, 𝑦, 𝑧, then module 𝐵, which extends module 𝐴, may directly use variables 𝑥, 𝑦, 𝑧 and definition 𝐷, 
still expressing the relation between variables 𝑥, 𝑦, 𝑧. If module 𝐵 defines instance 𝐼𝐴 of module 𝐴, then 
the instance declaration must specify the mapping of module 𝐴 variables 𝑥, 𝑦, 𝑧 to module 𝐵’s variables 
𝑖𝑥, 𝑖𝑦, 𝑖𝑧, and module 𝐵 may use the definition 𝐼𝐴! 𝐷 to express the relation between variables 𝑖𝑥, 𝑖𝑦, 
𝑖𝑧. 

Several tools have been created for working with TLA+ specifications. The tools include a syntax 
checker (SANY), a specification typesetting tool (TLATeX) and a tool for specification verification 
(TLC). TLC allows the user to check whether a given specification 𝑆𝑝𝑒𝑐 satisfies some property 
(temporal formula) 𝑃𝑟𝑜𝑝. Formally, it checks whether the formula 𝑆𝑝𝑒𝑐 ⇒ 𝑃𝑟𝑜𝑝 is true. TLC may be 
executed in model checking or simulation mode. Two modes of operation stem from the TLC algorithms 
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and the complexity of temporal specification models. In model checking mode, TLC computes the entire 
state space and verifies whether each possible behavior satisfies the input formula. In simulation mode, 
TLC checks randomly selected behaviors of a given length. Simulation mode is useful in cases where 
the state space is infinite or too large to exhaustively check by TLC. 

 
3.2. Relay circuit model 

 
The model proposed by the authors considers three types of relays – type C, type N, and ideal relay. 

Type C relay can fail in a permanent pick-up state or a permanent drop state. Type N relay can fail only 
in a permanent drop state. The ideal relay cannot fail. A relay can be either activated (picked up) or 
deactivated (dropped). An activated relay closes NO contacts and opens NC contacts. Deactivated relay 
opens NO contacts and closes NC contacts. Formally, a relay is described in the module “relays” by a 
state variable 𝑟𝑒𝑙𝑎𝑦 and constant 𝑡𝑦𝑝𝑒 denoting the relay type: 

VARIABLE	𝑟𝑒𝑙𝑎𝑦                (3) 
CONSTANT	𝑡𝑦𝑝𝑒                      (4) 

Relay type can assume one of the values of 𝑅𝑒𝑙𝑎𝑦𝑇𝑦𝑝𝑒𝑠 set: 
𝑅𝑒𝑙𝑎𝑦𝑇𝑦𝑝𝑒𝑠 ≜ {"Ideal", "N", "C"}              (5) 

A relay state is a record describing a relay position (field 𝑟𝑒𝑙𝑎𝑦), state of NC contact (field 𝑛𝑐), 
state of NO contact (field 𝑛𝑜), and fault (field 𝑓𝑎𝑢𝑙𝑡): 

𝑆𝑡𝑎𝑡𝑒 ≜ [𝑠𝑡𝑎𝑡𝑒: {"Active", "Inactive"}, 𝑛𝑐:	{𝑇𝑅𝑈𝐸, 𝐹𝐴𝐿𝑆𝐸}, 

	𝑛𝑜:	{𝑇𝑅𝑈𝐸, 𝐹𝐴𝐿𝑆𝐸}, 
𝑓𝑎𝑢𝑙𝑡: {"Stuck-active"	, "Stuck-inactive", "None"}]         (6) 

Relay in the initial state can be activated or deactivated, which is expressed by the definitions 
𝑅𝑒𝑙𝑎𝑦𝐴𝑐𝑡𝑖𝑣𝑒 and 𝑅𝑒𝑙𝑎𝑦𝐼𝑛𝑎𝑐𝑡𝑖𝑣𝑒: 

 𝑅𝑒𝑙𝑎𝑦𝐴𝑐𝑡𝑖𝑣𝑒 ≜ 

𝑟𝑒𝑙𝑎𝑦 = [𝑠𝑡𝑎𝑡𝑒 ↦ 	"Active", 𝑛𝑐 ↦ TRUE, 𝑛𝑜 ↦ FALSE,	 

𝑓𝑎𝑢𝑙𝑡 ↦ "NONE"]                    (7) 
 𝑅𝑒𝑙𝑎𝑦𝐼𝑛𝑎𝑐𝑡𝑖𝑣𝑒 ≜ 

𝑟𝑒𝑙𝑎𝑦 = [𝑠𝑡𝑎𝑡𝑒 ↦ "Inactive", 𝑛𝑐 ↦ TRUE, 𝑛𝑜 ↦ FALSE,	 

𝑓𝑎𝑢𝑙𝑡 ↦ "NONE"]                (8) 
A relay can perform one of four actions: activate, deactivate, become permanently activated, or 

become permanently deactivated. A relay can activate if it is deactivated and is not permanently 
deactivated. As a result of activation, it opens NC contacts and closes NO contacts. Formally, this is 
captured by the action 𝐴𝑐𝑡𝑖𝑣𝑎𝑡𝑒: 

𝐴𝑐𝑡𝑖𝑣𝑎𝑡𝑒 ≜ 𝑟𝑒𝑙𝑎𝑦. 𝑠𝑡𝑎𝑡𝑒 = "Inactive" ∧ 𝑟𝑒𝑙𝑎𝑦. 𝑓𝑎𝑢𝑙𝑡 ≠ "Stuck-inactive" ∧ 

𝑟𝑒𝑙𝑎𝑦′ = [𝑟𝑒𝑙𝑎𝑦	EXCEPT	!. 𝑠𝑡𝑎𝑡𝑒 = "Active", !. 𝑛𝑐 = FALSE, !. 𝑛𝑜 = TRUE]          (9) 
The notation [𝑥	EXCEPT… ] in Formula (9) denotes a function (record), which assumes the 

same values as function (record) 𝑥 with the exception of specified arguments (fields). 
A relay can deactivate if it is activated and is not permanently activated. As a result of deactivation, 

it closes NC contacts and opens NO contacts. Formally, this is captured by th action 𝐷𝑒𝑎𝑐𝑡𝑖𝑣𝑎𝑡𝑒: 

𝐷𝑒𝑎𝑐𝑡𝑖𝑣𝑎𝑡𝑒 ≜ 𝑟𝑒𝑙𝑎𝑦. 𝑠𝑡𝑎𝑡𝑒 = "Active" ∧ 𝑟𝑒𝑙𝑎𝑦. 𝑓𝑎𝑢𝑙𝑡 ≠ "Stuck-active" ∧ 

           𝑟𝑒𝑙𝑎𝑦′ = [𝑟𝑒𝑙𝑎𝑦	EXCEPT	!. 𝑠𝑡𝑎𝑡𝑒 = "Inactive", !. 𝑛𝑐 = TRUE, 

                     !. 𝑛𝑜 = FALSE]           (10) 



208                                                             M. Grzybowski, J. Młyńczak, L. Sokołowska, M. Matowicki 
 

The model considers two failures – permanent deactivation and permanent activation. A relay can 
permanently deactivate if it is not an ideal relay and is not failed. As a result of permanent deactivation, it 
closes NC contacts and opens NO contacts. Formally, this is captured by the action 𝐹𝑎𝑖𝑙𝑆𝑡𝑢𝑐𝑘𝐼𝑛𝑎𝑐𝑡𝑖𝑣𝑒: 

      𝐹𝑎𝑖𝑙𝑆𝑡𝑢𝑐𝑘𝐼𝑛𝑎𝑐𝑡𝑖𝑣𝑒 ≜ 𝑟𝑒𝑙𝑎𝑦. 𝑓𝑎𝑢𝑙𝑡 = "None" ∧ 𝑡𝑦𝑝𝑒 ≠ "Ideal" ∧ 

               	𝑟𝑒𝑙𝑎𝑦′ = [𝑟𝑒𝑙𝑎𝑦	EXCEPT	!. 𝑠𝑡𝑎𝑡𝑒 = "Inactive", !. 𝑛𝑐 = TRUE, 

                                             !. 𝑛𝑜 = FALSE, !. 𝑓𝑎𝑢𝑙𝑡 = "Stuck-inactive"]                          (11) 

A relay can permanently activate if it is neither an ideal nor a type N relay, is not failed, and is 
active (model assumes permanent activation because of contact welding). Formally this is captured by 
the action 𝐹𝑎𝑖𝑙𝑆𝑡𝑢𝑐𝑘𝐴𝑐𝑡𝑖𝑣𝑒: 

      𝐹𝑎𝑖𝑙𝑆𝑡𝑢𝑐𝑘𝐴𝑐𝑡𝑖𝑣𝑒 ≜ 𝑟𝑒𝑙𝑎𝑦. 𝑓𝑎𝑢𝑙𝑡 = "None" ∧ 𝑟𝑒𝑙𝑎𝑦. 𝑠𝑡𝑎𝑡𝑒 = "Active"	∧ 

𝑡𝑦𝑝𝑒 ≠ "Ideal" ∧ 𝑡𝑦𝑝𝑒 ≠ "N" ∧ 

                                      𝑟𝑒𝑙𝑎𝑦′ = [𝑟𝑒𝑙𝑎𝑦	EXCEPT	!. 𝑓𝑎𝑢𝑙𝑡 = "Stuck-active"]                  (12) 

The relay model can be used to describe the operation of a relay circuit. A relay circuit model lists 
all relays present in the circuit, the initial states of all relays, and the connections between them (relay 
coil circuits). Relays are represented in the model by state variables. A relay is introduced in the model 
by Declarations (13) and (14): 

VARIABLE	𝑟                           (13) 
                   𝑅𝑒𝑙𝑎𝑦_𝑟 ≜ INSTANCE	𝑟𝑒𝑙𝑎𝑦𝑠	WITH	𝑟𝑒𝑙𝑎𝑦 ← 𝑟, 𝑡𝑦𝑝𝑒 ← ⟦type⟧     (14) 
where: 
r – model variable representing the relay, 
⟦type⟧ – type of modeled relay (one of "C", "N", "Ideal"). 

Definition (14) introduces a new instance of module “relays” that describes the behavior of a relay 
represented by the r variable. 

The initial state of the circuit is specified by specifying the initial state of each relay: 
                    𝐼𝑛𝑖𝑡 ≜ 𝑅𝑒𝑙𝑎𝑦_𝑟'! 𝑅𝑒𝑙𝑎𝑦𝐼𝑛𝑎𝑐𝑡𝑖𝑣𝑒	 ∧ ⋯∧ 𝑅𝑒𝑙𝑎𝑦_𝑟)! 𝑅𝑒𝑙𝑎𝑦𝐴𝑐𝑡𝑖𝑣𝑒     (15) 
where: 
n – number of relays in the model, 
𝑟", … , 𝑟# – model variables representing relays. 

The most important part of the model is the representation of the relay circuit coils of the considered 
relay circuit. Consider a coil circuit of a relay r and assume that it consists of NC and NO contacts of 
relays 𝑟", … , 𝑟# and that the coil circuit is a series-parallel connection of considered contacts (i.e. the 
circuit was constructed from series or parallel connections of contacts and series-parallel contact 
connections). For such circuit: 
1. The NC contact of 𝑟$ relay corresponds to the expression 𝑟$ . 𝑛𝑐, 
2. The NO contact of 𝑟$ relay corresponds to the expression 𝑟$ . 𝑛𝑜, 
3. The connection in a series of contacts N𝑥$ and N𝑥% of relays 𝑟$ and 𝑟% corresponds to the formula 
𝑟$ . 𝑛𝑥$ ∧ 𝑟% . 𝑛𝑥%, 

4. The parallel connection of contacts N𝑥$ and N𝑥% of relays 𝑟$ and 𝑟% corresponds to the formula 
𝑟$ . 𝑛𝑥$ ∨ 𝑟% . 𝑛𝑥%, 

5. If formula 𝐹& corresponds to circuit U and formula 𝐹' corresponds to circuit V, then formula 𝐹& ∧ 𝐹' 
corresponds to the connection of circuits U and V in series. 

6. If formula 𝐹& corresponds to circuit U and formula 𝐹' corresponds to circuit V, then formula 𝐹& ∨ 𝐹' 
corresponds to a parallel connection of circuits U and V. 

Intuitively, the model describes the possibility that current flows in the coil circuit of the considered 
relay. A current can flow through a connection of circuits in series if it can flow through both connected 
circuits. Formally, the formula describing the possibility of current flow through the connection of 
circuits in series is a conjunction of formulas describing the possibility of current flow through each 
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circuit. A current can flow through a parallel circuit connection if it can flow through at least one of the 
connected circuits. Formally, the formula describing the possibility of current flow through a parallel 
connection of circuits is a disjunction of formulas describing the possibility of current flow through each 
circuit. The assumption of the shape of the relay coil circuit is not a limitation. Any circuit consisting of 
relay contacts is equivalent to a series-parallel circuit, as demonstrated by Shannon [2]. 

In the model, for each relay r, a definition 𝐶𝑜𝑖𝑙_r is introduced according to the above rules. A relay 
can change its state according to the state of the coil circuit, or it can fail in the model. The model 
assumes that no more than one relay changes state in each consecutive state. A relay activates when its 
coil circuit closes and deactivates when its coil circuit opens. A change of state of relay r is described 
by action 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛_r: 

𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛_𝑟 ≜ ((𝐶𝑜𝑖𝑙_𝑟 ∧ 𝑅𝑒𝑙𝑎𝑦_𝑟! 𝐴𝑐𝑡𝑖𝑣𝑎𝑡𝑒) ∨ (~𝐶𝑜𝑖𝑙_𝑟 ∧ 𝑅𝑒𝑙𝑎𝑦_𝑟! 𝐷𝑒𝑎𝑐𝑡𝑖𝑣𝑎𝑡𝑒)) ∧ 

UNCHANGED	𝑣𝑎𝑟𝑠_𝑤𝑖𝑡ℎ𝑜𝑢𝑡_𝑟                        (16) 
where: 
𝑣𝑎𝑟𝑠_𝑤𝑖𝑡ℎ𝑜𝑢𝑡_𝑟 – sequence of all model variables with the r variable. 

The UNCHANGED	𝑣𝑎𝑟𝑠_𝑤𝑖𝑡ℎ𝑜𝑢𝑡_𝑟 part represents the assumption of a single relay change per 
step – if the action 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛_𝑟 is executed, then no model variable, with the exception of r, should 
change its value. The change of state of any relay according to its coil circuit state is described by the 
action 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛: 
																																				𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛 ≜ 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛_𝑟' ∨ …∨ 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛_𝑟)                  (17) 
where: 
𝑟", … , 𝑟# – all relays for which the coil circuit model is specified. 

The model author always has to specify the model scope (i.e. relays), which shall be accurately 
reflected in the model and relays (or other signals), which are to be treated as input signals and can 
change arbitrarily. The model assumes that input signals also change one at a time. A change of input 
signals is represented by the formula 𝐼𝑛𝑝𝑢𝑡𝐶ℎ𝑎𝑛𝑔𝑒: 

	𝐼𝑛𝑝𝑢𝑡𝐶ℎ𝑎𝑛𝑔𝑒 ≜ (𝑅𝑒𝑙𝑎𝑦_𝑟'! 𝐴𝑐𝑡𝑖𝑣𝑎𝑡𝑒	 ∨ 𝑅𝑒𝑙𝑎𝑦_𝑟'! 𝐷𝑒𝑎𝑐𝑡𝑖𝑣𝑎𝑡𝑒)	
                                                ∧ UNCHANGED	𝑣𝑎𝑟𝑠_𝑤𝑖𝑡ℎ𝑜𝑢𝑡_𝑟' ∨ 

 ∨ …∨ 

                                                (𝑅𝑒𝑙𝑎𝑦_𝑟)! 𝐴𝑐𝑡𝑖𝑣𝑎𝑡𝑒	 ∨ 𝑅𝑒𝑙𝑎𝑦_𝑟)! 𝐷𝑒𝑎𝑐𝑡𝑖𝑣𝑎𝑡𝑒)	
                                                ∧ 	UNCHANGED	𝑣𝑎𝑟𝑠_𝑤𝑖𝑡ℎ𝑜𝑢𝑡_𝑟)                                            (18) 
where: 
𝑟", … , 𝑟# – all relays, for which the coil circuit model is not specified. 

 Relays for which coil circuits are represented in the model can fail. Failure does not need to be 
considered for other relay since the model does not impose any restriction on their behavior. Relay 
failures are represented by the formula 𝐹𝑎𝑖𝑙: 

														𝐹𝑎𝑖𝑙 ≜ (𝑅𝑒𝑙𝑎𝑦_𝑟'! 𝐹𝑎𝑖𝑙 ∧ UNCHANGED	𝑣𝑎𝑟𝑠_𝑤𝑖𝑡ℎ𝑜𝑢𝑡_𝑟') ∨ 

 ∨ …∨ 

                                         (𝑅𝑒𝑙𝑎𝑦_𝑟)! 𝐹𝑎𝑖𝑙 ∧ UNCHANGED	𝑣𝑎𝑟𝑠_𝑤𝑖𝑡ℎ𝑜𝑢𝑡_𝑟))                 (19) 
where: 
𝑟", … , 𝑟#	 – all relays for which the coil circuit model is specified. 

 
The definitions introduced so far are sufficient for model construction. The action 𝑁𝑒𝑥𝑡 of the next 

step is defined as: 
𝑁𝑒𝑥𝑡 ≜ 𝐼𝑛𝑝𝑢𝑡𝐶ℎ𝑎𝑛𝑔𝑒 ∨ 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛 ∨ 𝐹𝑎𝑖𝑙     (20) 

Circuit specification is defined as: 
𝑆𝑝𝑒𝑐 ≜ 𝐼𝑛𝑖𝑡 ∨ □[Next]⟨$!,…,$"⟩         (21) 

where: 
𝑟", … , 𝑟#	 – model variables representing relays. 
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3.3. Model application 

 
The model presented in Section 3.2 can be used for relay circuit behavior analysis. The model 

allows the user to describe circuit behaviors, which are expressible as TLA+ temporal formulas. The 
most important properties, which can be formalized with TLA+, are safety properties (i.e., properties 
that can be described by specifying allowed states of the model. If 𝑃 is a state predicate (Boolean-valued 
expression consisting of constants and variables without apostrophe character), then □𝑃 is a temporal 
logic, which expresses that every state of the circuit preserves the property described by 𝑃. Properties 
of this type can be automatically analyzed with TLC. 

Formulas of type □𝑃 can be too strict for describing a relay circuit model. Relays in the circuit 
operate asynchronously – each relay responds independently to the current flow through its coil. This 
behavior is reflected in Formula (17) – all relays are considered equal and the 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛 action is 
satisfied by any 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛_𝑟", …, 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛_𝑟# action. Therefore, a simple predicate 𝑃 expressing 
the relations between a relay’s states do not necessarily capture the designer intent, as it does not 
consider the intermediate state, during which a relay has not yet responded to the change in its coil 
circuit state. 

When analyzing a relay circuit, a designer is mostly interested in settled states (i.e., states in which 
the relay state is consistent with the state of its coil circuit. The proposed model and TLA+ allow for a 
simple description of settled states by modifying predicate 𝑃. If 𝐴 is an action, then the formula 
ENABLED	𝐴 is a state predicate, which is satisfied if the current state satisfies the conditions of action 
𝐴 (if 𝐴 can be executed in the current state). It leads to a simple description of the settled state – the state 
is settled if no 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛_𝑟", …, 𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛_𝑟# action can be executed. Formally, this is described by 
the definition 𝑆𝑒𝑡𝑡𝑙𝑒𝑑: 

𝑆𝑒𝑡𝑡𝑙𝑒𝑑 ≜ ~ENABLED	𝑇𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛                       (22) 
Now, the requirement that every settled state satisfies predicate 𝑃 can be written as a temporal 

formula □(𝑆𝑒𝑡𝑡𝑙𝑒𝑑 ⇒ 𝑃). 
 
 

4. RESULTS AND DISCUSSION 
 

4.1. Case study 
 

The authors modeled station block circuits with type E relay interlocking to verify method 
correctness. The authors selected the following circuits for the case study: consent request circuits  
(Figs. 1 and 2), consent grant circuits ([13] diagram EI-C2a), consent return circuits ([13] diagram EI-
C2a), and consent reception circuits ([13] diagram EI-C2b). The station block circuits are used to 
perform the interlocking between two interlocking areas located in one station. In other words, these 
circuits ensure that the dispatcher of interlocking area “WA” can issue traffic commands only if the 
system of interlocking area “WB” is in an appropriate state. The authors selected these circuits because 
they are non-trivial and relatively independent from other circuits of type E interlocking. The figures 
present circuits in their original form, as specified in [13]. The circuits in the figure are designed for 
operation over four station tracks. For the analysis, the authors modeled circuits for operation over one 
track. 

The authors used TLC for the analysis. During the research, the authors considered three main 
variants of the model: model of only consent request circuits (Figs. 1 and 2), model of consent request 
circuits, consent grant circuits, consent return circuits and consent reception circuits (Figs. 1, 2, 3, 4, 5) 
and a model of consent request circuits, consent grant circuits, consent return circuits, and consent 
reception circuits extended with one route in each interlocking area dependent on the station block 
conditions designed according to type E interlocking album [13]. 
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4.2. Model analysis with TLC 

 
The authors constructed a series of models of circuits presented in Section 4.1. The models differed 

in terms of complexity: 
1. Consent request circuits model 
2. Consent request, consent grant, consent reception and consent return circuits model 
3. Consent request, consent grant, consent reception, and consent return circuits model with the 

assumption of lack of possible faults for a subset of relays 
4. Consent grant, consent reception, and consent request circuits model 
5. Consent request, consent grant, consent reception, consent return circuits, and signaling relay and 

locking relay circuits for one route in each interlocking area model 
 

 
Fig. 1. Consent request circuits of station block in type E interlocking (source: [13] diagram EI-C1) 

 

 
Fig. 2. Line consent request circuits of station block in type E interlocking (source: [13] diagram EI-C1) 

 
Table 1 summarizes the model’s complexity. Two-state buttons were modeled as an ideal relay, 

and three-state buttons were modeled as a pair of ideal relays. The column ‘Number of modeled coils’ 
specified the number of relays for which the coils were modeled. Other relays are treated as input signals. 

Safety properties can be analyzed by formulating the required properties as a temporal formula of 
the form □𝑃 and verifying if the model satisfies it. The consent request circuits model was analysed to 
determine if it satisfies the formula □(𝑆𝑒𝑡𝑡𝑙𝑒𝑑 ⇒ ~(𝑙𝑧𝑧𝑎. 𝑛𝑜 ∧ 𝑙𝑧𝑧𝑏. 𝑛𝑜)), which formalizes the 
requirement that relays lzzA and lzzB cannot be active at the same time (it should be possible for both 
dispatchers to simultaneously request consent from each other). Theoretically, this property is satisfied 
by the design of lzzA and lzzB relay coils’ circuits, but it can be violated due to a fault because non-
class relays are used (in the model, class C relays were used instead of non-class relays to simplify the 
model). The possibility of entering a state violating this property was automatically detected by TLC 
(Fig. 3). This example confirms that TLC is fit for the analysis of models proposed in this paper. 
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Table 1 
Characteristics of models constructed during research 

 
Model Ideal relays Type C relays Type N relays Modeled coils 

1 4 4 0 4 
2 10 18 0 16 
3 6 14 0 12 
4 24 4 0 16 
5 12 22 2 22 

 
The proposed model allows for the automatic analysis of circuits’ properties. During the research, 

the authors considered three applications of the model: 
1. Analysis of safety properties 
2. Analysis of the conditions to enter selected states 
3. Analysis of circuit sensitivity to types of relays used in the circuit 

 

 
Fig. 3. Circuit model behavior leading to a violation of the considered temporal formula (source: original work) 
 

TLC presents a sequence of states causing the formula to be not satisfied if such behavior exists. 
This functionality allows TLC to be used for the analysis of circuit dynamics. If the user is interested in 
finding out how the circuit can enter a certain state, then the user can describe the state as formula 𝑃 and 
use TLC to verify if the model satisfies the temporal formula □(~𝑃). TLC performs breadth-first search. 
Thus, it will present a sequence of states leading to a state satisfying formula 𝑃. This procedure employs 
the trap property of model checkers, as described by [9]. 

Model construction and the explicit specification of relay types allow the user to verify the impact 
of relay types on the circuit behavior. The user may select a set of considered safety properties and 
observe analysis results for models differing only by the types of relays present in the analysis to find 
out how they impact the satisfaction of considered properties. 

 
4.3. Analysis time 

 
The authors measured the TLC analysis time to determine the impact of the model’s complexity on 

the analysis time. Measures were performed for analyzing the temporal formula not satisfied by the 
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model – formula □(𝑆𝑒𝑡𝑡𝑙𝑒𝑑 ⇒ ~(𝑙𝑧𝑧𝑎. 𝑛𝑜 ∧ 𝑙𝑧𝑧𝑏. 𝑛𝑜) for the first model and formula □(𝑆𝑒𝑡𝑡𝑙𝑒𝑑 ⇒
~(𝑜𝑧𝑎. 𝑛𝑜 ∧ 𝑜𝑧𝑏. 𝑛𝑜) for the rest of the models. The formulas used for analysis also confirm that the 
model correctly considers potential relay faults. Given the circuits in Fig. 2 and the consent reception 
circuits ([13] diagram EI-C2b), it can be concluded that the formulas used for the analysis are not 
satisfied only due to the possibility of relay failures (permanent activation of lzzA or lzzB relay in case 
of the first formula and permanent activation of OzA or OzB relay in case of the second formula). The 
authors also measured the time necessary to check the entire state space of the model. This was done by 
asking TLC to verify a formula satisfied by the model – formula □(𝑙𝑧𝑧𝑎. 𝑛𝑜 ∨ ~𝑙𝑧𝑧𝑎. 𝑛𝑜) for models 1, 
2, and 3 and formula □(𝑜𝑧𝑎. 𝑛𝑜 ∨ ~𝑜𝑧𝑎. 𝑛𝑜) for model 4. 

Analysis was conducted on a computer equipped with an AMD Ryzen 5 8600G CPU and 32 GB 
of RAM. TLC was configured to use ten threads, a working area in RAM of 14 340 MB, and 200 GB 
of storage space. Tables 2 and 3 present the analysis time. The tables describe each model’s analysis run 
time, the number of states generated by TLC during analysis, the number of unique states checked during 
the analysis, and the diameter of the analyzed state space. Diameter is the maximum of the shortest paths 
leading from the initial state to each state checked during the analysis. In the model, diameter can be 
considered the maximum number of relay state changes and relay faults in behaviors considered by 
TLC. 

Table 2 
Summary of the analysis of properties not satisfied by the model 

 
Model Analysis run time [s] Number of states 

generated 
Number of unique states 

checked 
State space 
diameter 

1 1 13 985 2400 10 
2 1408 2 067 175 680 228 520 484 12 
3 58 101 299 296 11 254 041 12 
4 15 14 853 547 1 760 563 13 
5 (abnormally terminated 

after three hours) 
(14 260 197 104) (1 628 396 603) (12) 

 
Table 3 

Summary of exhaustive state space analysis 
 

Model Analysis run time [s] Number of states 
generated 

Number of unique states 
checked 

State space 
diameter 

1 1 32 257 4 096 19 
2 (abnormally terminated 

after 5 hours) 
(24 184 995 910) (2 157 026 990) (15) 

3 48 139  62 360 911 873 3 221 225 472 45 
4 21 690 32 812 040 193 1 610 612 736 49  
 

The analysis of unsatisfied properties for model 5 was abnormally terminated due to exhaustion of 
the storage space (200 GB of disk space was allocated for the analysis). Exhaustive state space analysis 
for model 2 was abnormally terminated for the same reason. Exhaustive state space analysis for model 
5 was not attempted due to the earlier abnormal termination of the analysis of not satisfied property for 
this model. The authors attempted the verification of not satisfied property for model 5 with TLC in 
simulation mode. The authors terminated the analysis in simulation mode after 66 hours and 
179 617 707 449 generated states. TLC did not manage to find a state falsifying the input formula during 
this time. 

The measurements indicate that finding a counterexample requires less time and resources than 
exhaustive state space analysis. In case of simple models, the time is similar, but for complex models, 
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the time required to find a counterexample may be one thousandth of the time needed for exhaustive 
state space analysis. 

The measurements also indicate that both analyses’ run time and state space size depend on the 
number of relays considered in the model. A similar dependency exists for the number of relays of each 
type. Models 2 and 4 contain the same number of relays and an identical description of relay coils’ 
circuits. The types of relays used impact the time needed to find a counter-example – the time was 
reduced from 1408 seconds to 15 seconds. A similar conclusion can be drawn from the data obtained 
for models 3 and 4. Model 3 contains eight fewer relays than model 4, but the time needed to find the 
counter-example for model 3 was four times greater than the time needed to find the counter-example 
for model 4. The time needed to exhaustively check the state space for model 3 was more than two times 
greater than the time needed to exhaustively check the state space for model 4. This suggests that the 
deciding factor in the analysis run time is the number of type C or type N relays in the model. 

 
4.4. Discussion 

 
The experiment conducted in this research confirms the model’s construction correctness, as the 

results obtained from TLC matched our expectations. The analysis time and results obtained from TLC 
indicate that the method can be used in practice for verification of circuits containing at most around  
18 type C or type N relays and 10 input signals or relays for which faults are not considered. 

The analysis times for models 2, 3, and 4 indicate a dependency between analysis run time and the 
number of relays in the model, especially type C relays, which have the greatest number of states. 

The case study confirms the method’s viability for the analysis of relay railway signaling systems 
used by PKP PLK or systems of similar complexity. The analysis run time indicates that the method is 
sufficient for the analysis of selected circuits (e.g., standard circuits from the albums of relay diagrams), 
but it is not applicable to the analysis of models of the entire interlocking. 

The main disadvantage of the proposed method is the low complexity of the models, which can be 
analyzed in practice. Further research should investigate whether problem encoding can be modified to 
allow more complex circuits to be analyzed.  

Another point for further research is the verification of interlockings built mainly with type C 
relays. Safety properties, as formulated in this work, can be successfully verified for circuits built with 
type N relays. The usual practice for designing circuits with type C relays is to introduce the checking 
of correct relay operation in the relay circuits. Authors have not considered how to encode this property 
(checking and detection of type C relay fault by the relay circuits) as TLA+ formulas and consider it an 
open problem. 

The last point for further research is the incorporation of the proposed method into the actual design 
process. The development of railway signaling systems in Europe should follow the RAMS framework 
set by EN 50126-1 standard. Additional consideration should be given to placing the proposed method 
in the RAMS framework. Tools used for designing signaling systems are subject to the EN 50716 
standard. In the authors’ opinion, tools for working with TLA+ specifications, such as TLC, should be 
considered as T2 tools according to EN 50716, but the tools should be subject to proper validation before 
being used in actual projects. 

 
 

5. CONCLUSIONS 
 

Railway signaling systems are implemented with different technologies. However, due to the 
widespread adoption of relay-based railway signaling systems, even computer-based railway signaling 
systems need to use relay technology. Relay circuits often implement safety-critical functions, meaning 
their verification and validation require additional effort. The standard means of circuit verification 
(FMEA) is manual and labor-intensive. This paper investigates the use of formal methods to establish 
relay circuit correctness. 

The paper presents a method of constructing a model of a relay circuit in TLA+. TLA+ is a tool for 
specifying system behavior in temporal logic. TLA+ is usually applied for modeling software systems. 
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The authors show that TLA+ may be successfully applied to model the behavior of relay circuits. The 
authors describe a model of a single relay and present how the model can be used to compose a model 
of a set of interdependent relay circuits. Although the authors created the model manually, the model is 
derived from the considered relay circuits and, in principle, could be created mechanically based on the 
description of the considered relay circuits. 

The novelty of the model proposed by the authors stems from the circuit characteristics, which are 
captured by the model. The model allows for an automated analysis of reachable model states (states of 
modeled relays), both in fault-free operation and in the face of potential faults. The authors present how 
relay types (type N and type C) can be considered during model construction to allow discovering system 
states, which occur as a result of relay faults. 

The authors investigated the usage of TLA+ tools to analyze relay circuit models described in the 
paper. TLA+ tools (TLA+ toolbox and TLC) allow for the automatic verification of the syntactic 
correctness of the model specification and for automatic model checking. Model checking, as 
implemented by TLC, allows for the verification of circuit safety properties. The safety properties 
describe states that should never be entered by the model.  

The authors verified the ability of TLC to check the proposed model on a subset of type E 
interlocking circuits related to station block (inter-interlocking blocking). The experiments confirmed 
that TLC correctly determines whether the relay circuit model preserves the analyzed properties. The 
experiments also showed that the model is amenable to model checking with TLC on small models, 
which naturally arise as elements of albums of typical relay circuit designs. The model is not amenable 
to model checking of entire relay-based railway signaling systems due to the large number of states of 
the model. 

The experiments conducted by the authors confirm that the method may be used for analyzing 
railway signaling relay circuits. The method may be used for checking typical (template) relay circuit 
schemes, but it does not scale to the analysis of relay circuits for the entire interlocking. The experiments 
also validate the correctness of the {results obtained with the TLC. 
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