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SAFETY AND SECURITY PROFILES OF INDUSTRY NETWORKS U SED
IN SAFETY- CRITICAL APPLICATIONS

Summary. The author describes the mechanisms of safety aadrisy profiles of
industry and communication networks used withinegaf— related applications in
technological and information levels of process tamnrecommended according to
standards IEC 61784-3,4. Nowadays the number oflorsnof the safety — related
communication technologies who guarantees beshiestandard communication, the
communication amongst the safety — related equipraenording to IEC 61508 is
increasing. Also the number of safety — relateddpcts is increasing, e. g. safety
Fieldbus, safety PLC, safety curtains, safety |@sanners, safety buttons, safety relays
and other. According to world survey the safetyldbas denoted the highest growth
from all manufactured safety products.The main pérthis paper is the description of
the safety-related Fieldbus communication systehigchvhas to guaranty Safety Integrity
Level.

PROFILE BEZPIECZESTWA | ZABEZPIECZEN SIECI PRZEMYSLOWYCH
WYKORZYSTYWANYCH W ZASTOSOWANIACH KRYTYCZNYCH DLA
BEZPIECZENSTWA

Steszczenie Autor przedstawia mechanizmy bezpiecteva i profili zabezpiecze
sieci przemystowych i akzndci wywanych w aplikacjach zwkanych z
bezpieczéstwem na poziomach technologicznym i informacyjrsterowania procesami,
rekomendowanych zgodnie z normami IEC 61784-3,4edDie wzrasta liczba firm —
dostawcdow technologiatznaici zwiagzanymi z bezpiecastwem, ktdére gwarantayj poza
standardow taczndicia, tacznag¢ pomidzy uradzeniami  zwazanymi  z
bezpieczéstwem, zgodnie z IEC 61508. Zksza s¢ takze liczba wyrobdw zwizanych
Z bezpieczastwem, np. zabezpiecaay Fieldbus, zabezpiecaay PLC, ostony
bezpieczéstwa, zabezpieczgje skanery laserowe, przyciski bezpidstea,
przekaniki zabezpieczare i inne. Zgodnie zéwiatowymi badaniami, zabezpiecaey
Fieldbus zarejestrowat najgkiszy wzrost péréd wszystkich wytwarzanych wyrobéw
zabezpieczapych. Gléwn, czescia referatu jest opis zwtanego z bezpiecastwem
systemu dczndici Fieldbus, ktory ma na celu zagwarantowanie Roaidntegralnéci
Bezpieczastwa.
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1. INTRODUCTION

In the last years the integration of automation amdrmation technologies is increasingly
observed, what allows significantly better commatian between automation systems, extensive
configuration and diagnostic possibilities and rekwwide service functionality. The communication
capability of devices, subsystems and consistefiirnmation methodology are indispensable
components of future-oriented automation concepts.

In many cases communication system is a comporamtgh the system which participates in
control of safety-critical processes. Undetectedrumiion of data transmission (e.g. control
commands) can cause considerable substantial dawige equipment, environment and demands
on human health. This is the reason why the sybts to be designed to guarantee the required safety
integrity level (SIL).

As it is illustrated in Fig.1 communications arecri@asingly occurring horizontally at the
information and supervision level as well as veiticat the technological level [1].

Information level Internet / Ethernet

Supervision level
(SCADA/HMI) Industrial Ethernet

Safety profiles Security profiles

Technological level
Fieldbus

‘% ‘% R

Fig. 1. Hierarchical levels of communication in automat#rd location of safety and security profiles
Rys. 1.Hierarchiczne poziomy komunikacji w automatyceafflach lokalizacji bezpiecZestwa i zabezpiecshe

Nowadays, on the technological level the Fieldlmehnology is an acceptable standard, which is
now widely used for transmission of non-safety texlaand safety-related control data, too. The
specific utilization of the common function by tepecific groups of participants is called a profile
For industry communication, according to [2] sewammunication protocol families (CPF) for ten
types of communication protocols (Table 1) arerdefi
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Table 1
Communication protocol types for Fieldbus technglog

CPF | Types of communications protocol

CPF1 | Foundation FF High FF FMS
Fieldbus Speed (Type 3)

(Type 1) Ethernet

(Type 2)

CPF2 | Control Net (Type 4)

CPF3 | Profibus/Profinet (Type 5/Type6)
CPF4 | P-Net (Type 7)

CPF5 | World FIP (Type 8)

CPF6 | INTERBUS (Type 9)

CPFE7 | SwiftNet (Type 10)

Nowadays the number of vendors of the safety-rélatemmunication technologies who
guarantee besides standard communication, comntiomcamong safety- related equipment
according to [3] is increasing. At present the dtad proposal [4] was accepted, which deals with a
definition of functional safety for industry netvksr within digital communications used in the
measuring area and the control systems in induatnong the first manufacturers who have begun to
use safety principles in development of their paigdhere are the vendors of CAN technologies and
products developed within the international orgatiiéi ODVA (Open DeviceNet's Vendor
Association). The new network standard CIP Safefydublished by ODVA, makes it possible to join
standard and safety-related equipment across the sammunication link. The vendors of Profibus
and Profinet technology belong to the next impdrteaders in the area of industry Fieldbus. They
developed a concept based on the integration sthradal safety-related techniques that have been
using the same communication tools for several sye@his solution is signed as ProfiSafe and
together with ProfiDrive profile it was approveddaprepared for using in both types of industry
networks Profibus and ProfiNet. At the present ttheebuses with communication profiles CIP Safety
and ProfiSafe are recommended for using in safdgted systems with the safety integrity level 3
according to EN 61508 or the category 3 accordingN 954-1 [6].

The work on standard IEC 61784-4 preparation [&ftetd which defined profiles of secure
communication in industrial network using an opems$mission system, e. g. wireless technologies.
Wireless technologies are spreading also to safatlated applications. There are already several
Fieldbuses, which are validated to be used inpafetiated applications [8].

ISA (Instrumentation, Systems and Automation Sggiguarantees development strategies of
secure industrial control systems through commi8Be99 and NIST (National Institute of Standard
Technology). ISA published two important techniogborts TR1 [9] and TR2 [10], in which secure
technologies are classified to five packets.

On the information level of hierarchical communioatmodel the safety is realised within safety
Ethernet networks on the basis of safety commuicgbrotocol, e. g. SNMP (Simple Network
Management Protocol), SSL (Secure Socket Layer)s TLCransport Layer Security) and virtual
private networks. For example vendors of ProfibrefiRet technologies developed secure solution
(Scalance S) for ProfiNet on the basis of VPN éttPrivate Network) network through tunnel mode
using IPsec protocol [11].

If unauthorised access to distributed system isabt# to negate communication protocols within
particular hierarchical level (in Fig.1), the toofsmodern cryptography are necessary to use.
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The paper deals with mechanisms of safety and isgqrofiles located in technological level
only (see Fig.1), which are recommended to useinvgafety — related industrial applications. Safety
and security mechanisms used for elimination distisvhich occur during data transmission, are
described in detail. Recommendations for selectadn computationally safety cryptographic
techniques are also described.

2. MODEL OF SAFETY AND SECURITY COMMUNICATIONS

Safety and security functions of communication armeplemented in additional safety
communication layers and they are performed witghgafety - related communication protocol.

A model of safety - related communication protooothe area of industry network according to
[4] is illustrated in Fig.2. An equivalent model f@ bus system is shown in Fig.3.

In the model shown in Fig.2 mechanisms are impldeteim three layers: integrity

— safety layer (layer, in which authentication algfuris and data, techniques, e. g. safety code,
are implemented),

— security layer (layer, in which stronger safety heusms based on cryptographic techniques, e.
g. cryptographic or hash code, are implemented),

— transmission layer (layer, in which safety mechasi®f non-trusted transmission system, e. g.
transmission code, are implemented).

When we assume to use a closed transmission sysyastem without unauthorised access to the
system) the model of communication protocol is pedlto the use of safety profile and transmission
layer only. Additional security profile should baplemented within an open transmission system, in
which unauthorised access to the system throughtiohal attack is not restricted.

|

Safety —related
message

Application

User data

Safety — related functions of transmission
(safety profiles)

Safety — related defences of asses
(security profiles )

Defences of untrusted transmission system

Fig. 2.Model of safety - related communications in indiatapplications
Rys. 2.Model bezpieczéstwa - powizania komunikacji w zastosowaniach przemystowych
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Fig. 3.Model of bus system with safety and security pesfil
Rys. 3.Model systemu przesyiu z profilem bezpietteva i ochrony

3. RECOMMENDED MECHANISMS FOR SAFETY PROFILES

Basic principles of safety - related Fieldbus systnd the definition of additional services and
safety — related communication protocols familiessdefined in the standard IEC 61784-3 [4].

The requirements for safety — related Fieldbus adtsvcan be characterised with the following
points:

— coexistence with standard networks, transmissiaafidty — related and safety not related data,

— special mechanisms to maintain safety integritgllewe located in additional safety layer,

- the network contains redundant elements, actual aet usually transmitted twice (actual and
inverse), control systems use techniques of twormdleor three channel structure,

— in the case of dangerous events occurrence thensysiust finish communication and obtain
defined safety state.

In both systems (closed and open) the messageesobmajor subjects of safety analysis.
According to [12] is a message defined as usefokimation, which is generated from a source and
must be transmitted in tim&t from beginning of transmission to the destinatiation. Attacks on
messages, which are transmitted across commumichiks can result in failure in communication
equipment. Communication channel affects transomssf messages by noise, interferences or can
cause fading of useful signal. These effects areemgdly marked as disturbance caused by
Electromagnetic Interference (EMI) and they haversg effect on the value of intensity of undetected
(corrupted) messages. Effects of noise can havereiit forms, which depend mainly on physical
characteristics of the channel.

Within Fieldbus networks we may predict the follagitypes of attacks on messages: corruption
of message, unintended repetition of message, uesemg, missing of message, and unacceptable
delay of message and insertion of message.

For risk elimination it is necessary to use safetyasures. The types and power of measures
depend on concrete application and required Slle. fBlowing requirements must be fulfilled in the
communication: keeping of authentication, integritimeouts of sending messages and correct
sequenced messages.

The following safety measures were defined withifeldbus networks to assure these
requirements: sequence number, time stamp, timaathentication of connection, feedback message
and safety code.

Requirements for safety measures must be includespécifications of requirements for the
system and its safety.

Example of safety profile for Profibus and Profibethnology called PROFIsafe is illustrated in
Fig.4. Within PROFIsafe profile, the following safeneasures are required: consecutive humbering,
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watchdog timer with receipt, codename for authémytignd data consistency check. PROFIsafe with
safety integrity level SIL 3 or Category 4 accoglito EN 954-1 [6] fulfils the highest safety
requirements of the process and manufacturing tnduSafety measures are processed and monitored
within one fail-safe unit and are able to eliminatammunication errors, which can occur during
transmission of messages.

s s s S °

PROFIsafe container = Safety PDU

F-I/O data Status VCN CRC
12-123 Bytes 1 Bvte 3 Bytes 3 or 4 Bytes
S - standard message of PROFINET IO \ Toogle Bit

VCN - virtual consecutive number
CRC - cyclic redundancy check
F-1/O - fail safe input/output

PDU - protocol data unit

Fig. 4.PROFIsafe content of Profibus and Profinet
Rys. 4.Zawarté¢ PROFIsafe w Profibus i Profinet

4. RECOMMENDED MECHANISMS FOR SECURITY PROFILES

Development of safety and security profiles inithdustry was affected by the basic principles of
safety-related communication between railway ioking systems. Norms valid for the area of
control interlocking systems define communicatiafiey within the use of closed EN 50159-1 [12]
and open EN 50159-2 [13] transmission systems. rRitway applications seven types of open
transmission systems according to [13] are defitredransmission system of types 5, 6, 7 we must
assume an unauthorized access to the system aidtpdemasquerade of messages.

Prepared standard IEC 61784-4 describes the sgcaritmunications profiles (CP) for safety —
related communications between participants withiistributed networks based on Fieldbus
technology. The standard defines the following $ypesecure profiles:

— CP- ECI External network interconnection to a colmetwork,
— CP-IRA Interactive remote access to a controlvoek,
— CP-ICC Inter control centre access to a sharatrametwork.

An open transmission system based on the wiretedmblogy (e. g. Bluetooth — up to 10 m,
WLAN — up to 100 m and ZigBee — up to 300 m) isibeing to be widely used in the technological
level of automation, too. The frequency is licefree in most countries, which is the main reason fo
its popularity. A wireless system is characteribgdphysically disconnected and depending on radio
communication between different parts of systemséhcharacteristics have some obvious advantages
but also disadvantages. Disadvantages are maildiedeto new safety and security related issues
where new risks are introduced. Cryptographic oshha&odes are recommended to reduce
masquerading of messages.

Cryptographic techniques are primarily used in ggcicritical applications. Cryptographic
techniques in safety-related communication systeremecessary to use if intentional attacks within
open transmission systems cannot be handled [tL3].nkecessary to reflect that in contrast with e.g
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channel coding techniques the cryptographic teclesdnclude not only algorithms, but methods for
keys generating, transmission and archiving. Deraknt of cryptography is more dynamic than
development of channel coding techniques. Encipgesiandards are acceptable maximum for 5 — 10
years and their strengths have to be regularlyluated. This fact should be taken into considenatio
and in the process of cryptographic tools seledtdiix to modern and recommended algorithms with
experts. Cryptographic mechanisms provide differlenels of safety according to the type of
cryptographic algorithm and its key length.

The level of safety in the area of cryptography rbayquantified with the use of several models.
The model used most in practice is based on therthef complexity and defines the term
.computational safety“. Cryptographic algorithmregarded as computationally safe, if it is broken
with realisation of unavailable number of operasiom time. Based on computationally safe
cryptographic techniques it is possible to comzenr@ determine their safety. Complexity of algorithm
O (order) is assigned to computational power, whghiequired to its realisation. Complexity is
evaluated with three parameters: time demandsaGesgemands S and data demands D. Parameters
T, S and D usually describe function n, what is taege of input data. The following types of
algorithms complexity are defined in the cryptodriappractise:

- O(1) constant,

- 0O(n) linear,

— O(nm) polynomial (for m = 2 quadratic, for m =g@bic, ...),
- 0O(2n) exponential.

At present algorithms with exponential complexitg eegarded as computationally safe.

The other model which describes the security optmgraphic algorithms used term equivalent
security algorithms [14]. This parameter expregbeseffect of known attacks on algorithms [bit].
Table 2 illustrates the most used cryptographiordlyms and their level of equivalent security. The
grey collared cells in Table 2 may be marked asridlgns with sufficient equivalent security.

Table 2
Equivalent security of cryptographic algorithms

Equivalent Symmetric Algorithms Algorithm Hash function
security algorithms DSS RSA SHA
[b] DH
80 2DES PK = 1024 N =1024 SHA -1/160
SK = 160
112 3DES PK=2048 | N=2048 SHA — 2/224
SK =224
128 AES-128 PK =3072 N = 3072 SHA — 2/256
SK = 256
192 AES- 192 PK = 7680 N = 7680 SHA — 2/384
SK = 384
256 AES - 256 PK=15360 | N=15360| SHA —2/512
SK =512
Note:
DSS Digital Signature Standard PK public key
DH Diffie-Hellman’s algorithm SK secret (sharday
RSA Rivest, Shamir Adelman alg. SHA Secure HagjoAthm

This paper was supported by the scientific gramnag VEGA, grant No. VEGA-1/0040/08
“Mathematic-graphical modelling of safety attribsief safety-critical control systems”.



32

M. Franekova

Bibliography

1.

10.

11.
12.

13.

14.

Zolotov4, I. — Landryovd, L.: Knowledge model Integgd in SCADA/HMI System for Failure
Process Prediction. WSEAS Transaction on Circunts 8ystems. Issue 4, Volume 4, April 2005,
P. 309-318.

IEC 61158: Digital data communications for measweimand control — Fieldbus for use in
industrial control systems. 2003.

IEC 61508 (1998): Functional safety of electridalégronic/programmable electronic safety-
related systems.

IEC 61784-3: Digital data communications for measwgnt and control. Part 3: Profiles for
functional safety communications in industrial netks. 2007.

Franekova, M. — Kallay, F. — Peniak, P.- VestenicRy. Communication Safety of Industrial
Network. Monography. EDIS, ZU Zilina, 2007.

DIN EN 954-1: Safety of machinery - Safety-relajgats of control system. Part 1: General
principles of design.1996.

IEC 61784-4: Digital data communications for measugnt and control. Part 3: Profiles for
secure communications in industrial network, Dratft.

Validation of safety — related wireless machinetoarsystems. Technical report TR 605. 2007.
Instrumentation, Systems and Automation, Manufaoguand Control System Security: TR1.:
Security Technologies for Manufacturing and Con8g$tems.

Instrumentation, Systems and Automation, Manufaoguand Control System Security: TR2:
Integrating Electronic Security into the Manufagtgrand Control System.

Stallings, W.: Cryptography and Network SecuritserRiceHall, New Jersey. 2003.

EN 50159 - 1 (2002): Railway applications: Commatian, signalling and processing systems -
Part 1: Safety - related communication in closadgmission systems.

EN 50159 — 2 (2002): Railway applications: Commatian, signalling and processing systems -
Part 2: Safety - related communication in opensmaigsion systems.

Levicky, D.: Cryptography in information securiylfa, KoSice, 2005.

Received 25.02.2008; accepted in revised form 13008



